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Academic year: 2025/26

Subject: 29538 - Software Security and Vulnerability

Faculty / School: 175 - Escuela Universitaria Politécnica de La Almunia
Degree: 625 - Bachelor's Degree in Industrial Processes' Data Engineering
ECTS: 6.0

Year: 4

Semester: First semester

Subject type: Optional

Module:

1. General information

This course offers an in-depth study of the principles and practices of computer security, focusing on the identification, analysis,
and mitigation of vulnerabilities in software. Techniques of ethical hacking, penetration testing, and code analysis will be
explored to understand and guard against common threats such as malware, denial-of-service (DDoS) attacks, and data
breaches. Students will learn to design, implement, and evaluate effective security measures to protect computer systems and

sensitive data.
2. Learning results

< To have a panoramic view of vulnerabilities associated with software.
< Understand the quality standards in the development and implementation of systems.

3. Syllabus

» Panoramic view of vulnerabilities and their costs.
* Security concepts.

« Strategic planning in software development.

e Standards in analysis, design, and testing.

4. Academic activities

* Theoretical classes for understanding the fundamental concepts of computer security.

< Laboratory practices to apply ethical hacking techniques and penetration testing in controlled environments.
< Study of cases and practical examples of software vulnerabilities in real-world applications.

« Development of practical projects to design and implement security solutions for computer applications.

5. Assessment system

Continuous assessment system consists of two types of evaluation tests:
Practical assignments and projects: 40%
Theoretical and practical exams: 60%

Examination period assessment system: A single exam will be conducted with a weight of 100% of the course grade.

6. Sustainable Development Goals

4 - Quiality Education
5 - Gender Equality
16 - Peace, Justice and Strong Institutions
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