
Academic Year/course: 2022/23

30389 - Network Management

Syllabus Information

Academic Year:  2022/23
  30389 - Network ManagementSubject:

  110 - Escuela de Ingeniería y ArquitecturaFaculty / School:
   Degree: 581 - Bachelor's Degree in Telecomunications Technology and Services Engineering

  6.0ECTS:
  4Year:

  First semesterSemester:
  OptionalSubject Type:

  Module:

1. General information

1.1. Aims of the course

The course and its expected results respond to the following approaches and objectives:
The main objective of the course is to offer the student a general perspective of new generation network management both in
networks and in services and systems. To do this, the fundamentals of network management are presented first, and then
we focus on the 4 basic pillars of management according to the IETF: SNMP architecture, log management, information on
communications flows with IPFIX and configuration of equipment with NETCONF. The course has an eminent practical focus
where students will experiment and program solutions for dynamic network management.
These approaches and objectives are aligned with some of the Sustainable Development Goals, SDG, of the 2030 Agenda (

) and certain specific goals, in such a way that the acquisition of the Learninghttps://www.un.org/sustainabledevelopment/es/
outcomes of the subject provides training and competence to the student to contribute to some extent to their achievement:
Goal 8. Decent work and economic growth

Target 8.2 Achieve higher levels of economic productivity through diversification, technological upgrading and
innovation, including through a focus on high-value added and labour-intensive sectors

Goal 9: Build resilient infrastructure, promote sustainable industrialization and foster innovation
Target 9.1 Develop quality, reliable, sustainable and resilient infrastructure, including regional and transborder
infrastructure, to support economic development and human well-being, with a focus on affordable and equitable
access for all
Target 9.5 Enhance scientific research, upgrade the technological capabilities of industrial sectors in all countries, in
particular developing countries, including, by 2030, encouraging innovation and substantially increasing the number of
research and development workers per 1 million people and public and private research and development spending
Target 9.C Significantly increase access to information and communications technology and strive to provide universal
and affordable access to the Internet in least developed countries by 2020

1.2. Context and importance of this course in the degree

The course of Network Management is placed into the fourth year of the degree, more specifically in the autumn semester
and has a workload of 6 ECTS. The subject is part of the subject called Design of telematic services that covers compulsory
competences within the degree in Telecommunications Technology and Services Engineering in the specific technology of
Telematics.
The learning results of this subject will complement the subjects of Transportation of Multimedia Services and Design and
Evaluation of Networks that are part of the subject Network architecture and services, as well as Security in networks and
systems and Electronic Commerce, which are part of the subject Design of Telematic Services, providing the student with the
global vision he needs about security in telecommunication networks, a fundamental aspect for the correct operation of any
network and system.

1.3. Recommendations to take this course

To follow this course, it is recommended that the student who wants to take it has previously taken the common basic
subjects: Fundamentals of Networks, Interconnection of networks and Programming of networks and services.
For optimal use of the subject, the student is recommended to actively attend to class. In the same way, the student is
recommended to take advantage of and respect the teacher's tutoring schedules for the resolution of possible doubts about
the subject and a correct follow-up of it.



2. Learning goals

2.1. Competences

By studding the subject, the student will be more competent to:
 
Conceive, design and develop Engineering projects (C1)
Plan, budget, organize, direct and control tasks, people and resources (C2)
Combine general and specialized engineering knowledge to generate innovative and competitive proposals in professional
activity (C3)
Ability to solve problems and make decisions with initiative, creativity and critical thinking (C4)
Communicate and transmit knowledge, abilities and skills in Spanish (C5)
Use the engineering techniques, skills and tools necessary to practice it (C6).
Information management, management and application of technical specifications and legislation necessary for the practice
of Engineering (C9)
Learn continuously and develop autonomous learning strategies (C10)
Apply information and communication technologies in Engineering (C11)
 
Build, exploit and manage telecommunications networks, services, processes and applications, understood as systems for
capturing, transporting, representing, processing, storing, managing and presenting multimedia information, from the point of
view of telematic services (CT1)
Apply the techniques on which telematic networks, services and applications are based, such as management systems,
signaling and switching, routing and routing, security (cryptographic protocols, tunneling, firewalls, charging, authentication
and content protection mechanisms) , traffic engineering (graph theory, queuing theory and teletraffic) pricing and reliability
and quality of service, both in fixed, mobile, personal, local or long distance environments, with different bandwidths,
including telephony and data. (CT2)
Follow the technological progress of transmission, switching and process to improve telematic networks and services. (CT5)
Design architectures of networks and telematic services (CT6)
The programming of telematic, networked and distributed services and applications (CT7)

2.2. Learning goals

To pass this subject, the student must demonstrate the following results:
R1. Understand general concepts of network management such as temporal and functional aspects, the manager / agent
model, monitoring and control, and their role within the OSI frame of reference.
R2. Learn about the importance of network monitoring and its relationship to network control.
R3. Learn about the most important approaches to IETF network management such as the SNMP management architecture.
R4. It is capable of implementing a free network monitoring system based on web or other technology of special relevance.
R5. Understand the differences between information and communication models in network management architectures.

2.3. Importance of learning goals

We can classify the subject as useful for any itinerary of the degree. In addition, it is essential within the subject in which it is
located, since a telematic service cannot be understood without a minimum layer of network management. It is also of great
interest within the other dominant subject in the itinerary, such as the Architecture of networks and services, to provide
management to those networks.

3. Assessment (1st and 2nd call)

3.1. Assessment tasks (description of tasks, marking system and assessment criteria)

The student will be able to pass the subject through continuous evaluation, consisting of the completion and delivery of
assignments, problems, practices and the completion of an evaluation test.
A. Problems represent 10% of the final grade.
B. Practices will represent 50% of the final grade.
C. The works will represent 20% of the final grade.
D. The evaluation test will represent 20% of the final grade.
To pass the subject by continuous assessment it is necessary that the grade of each of the parts (A, B, C, D) s is higher than



3 points out of 10, and that the average of all the parts is higher than 5.
The student who has not passed the subject by continuous assessment will have a global test in each of the calls established
throughout the course. The dates and times of the tests will be determined by the EINA. The qualification of said test will be
obtained as follows:
E1: Final exam (100%). Score from 0 to 10 points. It is a written test that can include both problem solving and theoretical
and practical questions formulated in multiple-choice test mode (incorrect answers will penalize as 1 / (N-1), with N being the
number of possible answers). Through this test, all the learning outcomes defined for the subject are evaluated.
To pass the subject a minimum score of 5 points out of 10 is required in E1.

4. Methodology, learning tasks, syllabus and resources

4.1. Methodological overview

The learning process that has been designed for this subject is based on the following:
The teaching-learning methodologies that will be carried out to achieve the proposed learning results are the following:
Participatory Lectures (20 hours). Presentation by the teacher of the main contents of the subject, combined with the
participation of the students. This methodology, supported by individual student study, is designed to provide students with
the theoretical foundations of the subject's content.
Laboratory sessions (40 hours). Students will carry out 2-hour practical sessions over 15 sessions.
Guided assignments (15 hours). This non-face-to-face activity will allow progress in all the proposed learning outcomes. The
evolution of the work will be presented periodically to the teacher.
Tutoring. Schedule of personalized attention to the student in order to review and discuss the materials and topics presented
in both theoretical and practical classes.
Evaluation (4 hours). Set of theoretical written tests - practical and presentation of reports or works used in the evaluation of
the student's progress. Details can be found in the section corresponding to evaluation activities

4.2. Learning tasks

As has been described in the methodology, the activities are divided into lectures (40 hours) and laboratory sessions (20
hours) in which students will be able to manage and develop network management scenarios, applying the knowledge
acquired in the master classes. In addition, supervised practical work is carried out (15 hours) where current network
management approaches will be addressed.
In a complementary way, the students have hours of tutoring in which they can consult any personal doubts that may have
arisen.

4.3. Syllabus

The distribution in thematic units of the theory of the subject will be the following:
1. Course overview and introduction
2. Fundamental standards and models
3. SNMP architecture
4. Other sources of information: IPFIX, Syslog, etc.
5. Introduction to Elasticstack for network management.
Laboratory:
It will comprise 20 sessions of 2 hours each. At the beginning of each practice there will be a presentation of the theoretical
foundations necessary to carry it out, if necessary. The students will later present the results required for each of the
practices.
1. SNMP Agent-Manager architecture (programming in Python)
2. Modeling of devices. Construction of an information model with UML and a data model with SMIv2 (SNMP)
3. Collection of information from endpoints and communication flows
4. Implementation of a network monitoring system

4.4. Course planning and calendar

The course calendar, will be defined by the center in the academic calendar of the corresponding course.
The course consists of a total of 6 ECTS credits. The activities are divided into theoretical classes and laboratory practices.
Activities, problems, jobs, etc. Their objective is to facilitate the assimilation of theoretical concepts by complementing them
with practical ones, so that the basic knowledge and skills related to the competencies provided in the subject are acquired.
The start and end dates of the course and the specific hours of the course, will be made public according to the schedules
set by the EINA.

4.5. Bibliography and recommended resources
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